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Outline 

 Blockchain: advantages and use cases 

 Experience of the CryptoLUX group in Blockchain R&D 

 Blockchain variety: from Bitcoin to smart contracts 

 Customization of blockchain mechanisms for more 

privacy, security, scalability. 

 

 



Demystifying Distributed 

Ledger Technology  

 Mining-based distributed trust systems 

 Proof of Space/Stake 

 Voting based (Ripple, Stellar) 

 

 Ledgers are just a way of recording ownership, 

transactions or participation 

 Improve speed, accuracy and accessibility 



1. Blockchain in nutshell 



Blockchain 

 Goal: Remove the need for trusted 3rd party 

 Chain of hashed blocks, i.e. linked list data structure 

 no direct need for PoW, mining or coins 

 

 



Blockchain as public ledger 

 Distributed database of transactions, which is 

synchronized using distributed consensus. 

 In Bitcoin the consensus is reached in a computing 

race among miners with winner earning coins. 



Blockchain as ledger 

 F- cryptographic hash function  

       (NIST standard called SHA-256) 



Blockchain technology 
 Solves the problem of trust in a distributed setting 

 Offers integrity of data 

 Some form of timestamping 

 Proof of Work with adjustable difficulty to normalize 

the chain growth.  



Main players 

 

 

• Core software developers 

• Miners (51% need to be honest) 

• Currency Exchanges 

• P2P network 

• Wallets, users 



 



Blockchain as a key enabler 
 

 Public trustless transaction ledger 

 Fast and efficient fund transfer and transaction 
deployment 

 Tunable security and risk management 

 Low entry costs for users 

 Decentralized consensus lottery using proof-of-work 

 Transactions authenticated with cryptographic 
signatures and public keys 

 P2P network to broadcast transactions and new 
blocks 

 Scripting language or 'smart contracts' 

 

 

Bitcoin is a currency and a payment network 



Other Distributed 

Consensus Protocols 



Ripple 

 Clearing/settling system for banks, commodity 

brokerages, useful for trading IOUs. 

 Decentralized open source protocol, but current 

deployment of Ripple is centralized. 

 Users – make/receive payments 

 Market makers – trade enablers, gateways 

 Validating servers – execute consensus protocol 

 



Ripple 

 Asynchronous round-based protocol 

 Trusted server lists (unique node lists - UNLs) 

 Based on voting: 50, 60, 70, 80% agreement 

 99% of ledgers updated in < 20 seconds 

 Byzantine FT problems (needs >40% UNL overlap 

for consensus) 

 Serious scalability/trust  issues 

 No means to enforce execution of payments 

 



Ethereum 

 Ledger of states which simulate the physical world: 

states of property ownership, of accounts, of 

knowledge. 

 Blockchain is a sequence of asset transitions. 

 Turing-complete scripting language. 

 



2. Do you need blockchain? 



You need blockchain if 

 Your data is mainly generated and updated by 

the users; 

 You want to reduce interaction with customers 

on low-intelligent actions (registration, small 

transfers, etc.). 

 Your clients are heterogeneous society who do 

not trust but want to talk to each other. 



Blockchain technical checklist 

 Your database is better to be shared 

 It is updated by users who do not trust each other 

 You want disintermediation  

 Transactions may interact with each other 

 



Examples of use cases 

 Inter-bank transactions 

 Public markets 

 Retail tracking 

 Copyright, digital art market, diamond tracking 

 Internet of Things  

 Gambling, betting, and forecasting  

 Voting 

 

 



3. Our experience with 

blockchain 



CryptoLux. Who we are? 

 A team of 10 Ph.D. students and postdocs from FSTC/CSC 

Computer Science research unit, headed by Prof. Alex 

Biryukov 

 www.cryptolux.org 

We research: 

 Bitcoin & Blockchain (security, new proofs-of-work) 

 Symmetric Cryptography 

 Privacy and Anonymity 

 Financial Cryptography 

 Lightweight and IoT crypto (CORE project ACRYPT by FNR) 

 

http://www.cryptolux.org/


scholar top security ranking  

Where do we publish? 

-- venues where we published papers in the last two years. 



Our experience: Bitcoin 

 Claimed anonymous transfers by hiding users 

behind (arbitrarily many) pseudonyms; 

 We have found and verified a deanonymization 

attack, which recognizes the IP address of the 

transaction sender in 11% cases. 

 

 

 



Bitcoin deanonymization 

 Our attack is feasible for stealthy adversaries 

and costs about 1500€/month. 

 Contacted Bitcoin Core devs, patches issued. 

 



Our experience: Micropayments 

 Fiat currencies are too coarse for online small 

payments; 

 We developed a system of micropayments based on 

the Proof-of-Work concept, which enables fine-

grained payments with little fees. 



Mining as Micropayment 

 Digital currency mining can be used as 

micropayment for news sites, blogs, video 

streaming, gaming sites or social media 

 

 

 



Mining as Micropayment 

 Users can donate 10-20% of their CPU power if 

they like            the  content  

 Content provider can expand, give access to 

more services 

 May help to boost crypto-currency economy 

 



Our experience: New proofs of work 

 Proof-of-Work (PoW) is a consensus and ledger 

building tool. Current implementations (Bitcoin) result 

in oligarchy (10 users control 95% of power). 



Equihash 

 We designed new Proof-of-Work Equihash, 

which makes mining rigs inefficient. 

 It uses the well-explored Generalized 

Birthday problem and intensifies the 

memory access. 

 It is currently in development for Zcash and 

TLS. 



Our experience: passwords processing 

 Passwords are currently processed by 

insecure functions on server so that if the 

password file is stolen the most popular 

passwords are identified easily. 

 Incidents: passwords stolen from: 



Argon2  

 We designed Argon2, the memory-hard hash function, 

which hardens the protection by the factor of 30,000 at no 

cost for the defender. 

 Argon2 won the international Password Hashing 

Competition in 2015 (24 candidates). It becomes an 

Internet standard. 



4. Customizing Blockchain: 

Privacy, Security, Scalability 



Blockchain technology is developing so fast that practical 

requirements: privacy, security, scalability – are often not 

fulfilled. 

 

It needs customizing…   



Problems with Bitcoin 
 Public ledger, no privacy of transactions (only 

pseudonymity,  traceable) 

 No encryption and no authentication of traffic between the 

peers. The network is small -- about 6000 peers and 

100,000 clients.  

 Mining on special hardware only 

 Large mining pools (30-50% of the total hash rate) – 

threat of central control; 51% attack. 

 Limited economic activity  

 Scalability, growing ledger vs trust issues of cloud wallets 

 



Blockchain without Bitcoin 

 Bitcoin has been declared fading; 

 The blockchain technology was taken from 

it and will flourish even without Bitcoin. 



Privacy 



Typical transaction 

Names are pseudonyms, which can be chosen arbitrarily. 

Not so easy to use them in untraceable way. 



Privacy issues 

 Despite pseudonym use, user identities can be 

found with social engineering. 

 

 

 



Privacy issues 

 Current anonymization mechanisms do not allow 

for external KYC and AML procedures (no escrow). 



What we offer 

 Research into fine-grained privacy mechanisms, which 

can provide necessary legal information to central 

authorities while preserving confidentiality for users. 

 Develop authentication techniques that would limit 

groups of users to the set of actions they are eligible to 

do. 

 



Security 



Security issues 

Availability: 

 In current consensus protocols, the 

transaction flow can be controlled by 

a few computationally powerful users. 

 Double-spending may be a threat  

 



What we offer 

 Development of new consensus mechanisms that 

prohibit centralization and denial-of-service 

attacks. 

 This includes memory-hard Proof-of-Work, which 

prohibit using custom hardware for taking control 

over the network. 



Security issues 

Confidentiality: 

 Blockchain as public ledger provides too much 

information about the accounts to third parties. 



What we offer 

 Integrating confidentiality protection into the 

blockchain. Investigate and develop encryption 

mechanisms. 

 Using obfuscation techniques to hide the money 

flow and smart contract transactions. 



Scalability 



Scalability issues 

 Bitcoin’s blockchain is limited to current 3 

transactions/second. 

 Ethereum’s blockchain is even less powerful as every 

transaction is a code piece. 

 Group anonymity and other enhanced tools are often 

limited in scale.  



What we offer 

 Analysis and suggestion on the cryptographic tools that 

support the desired anonymity structure and control (e.g. 

crypto mechanisms for KYC/AML purpose).  

 Design and/or adaptation of new consensus protocols 

targeted for specific transaction rate and robustness. 

 Help with ledger pruning techniques.  



Partnerships via SnT 

We offer several types of partnership projects: 

 Short-term (2-6 months). Quick evaluation and 

recommendations for the ongoing blockchain 

projects. 

 Long-term (2-4 years). Thorough analysis, research 

and implementation of new concepts, security 

support. 

 



Questions? 


